Ever since COINTELPRO, it has besrn clear 1hat
government surveillance is pervasive. Here are
sorme 1ips for eounteracting it:

¢ Private conwversations: go oulside and take
a walk or go sornewhere public and nctice who is
near you. llever say anything you dent want to
hear repeated when there is any poszibility of
being recorded.

¢ Documents: always c¢opy irreplacsabie
documents and computer disks and keep copies
off-site. Keep sensilive data and mernbership
liste under leck and key.

Keep peraonal phone book and membership
and donor lists away frorn light-fingers.

¢ Know your printer,mailing hiouse, and anyone

wou Wrust with any part of sensitive projects.

Don1 hire strangers as messengers.

* Sweeps for electronic surveillance: are
only effective while being dones, and only as good
as the people doing thern.

* On the phone:

" No coded conversations. If you are being
tapped and the transeript is used againet you in
court, the coded conversatlions can be alleged to
be anything.

Dont say anything on the phone you don™
vwant to hear in open court.

No gossip. Srnut is waluable to anyone li=-
tening; it rnakes everyone vulnerable.

* Tails: if followed, get the tag numkber and
description of car and pecple in it. Photograph
person(s] following you, or have a friend do =0.

If followed, or you feel vulnerable, call a friend;
dont "ough it out" alome. They are trying to
frighten you. It iz frightening to hawve sorneone
threaten your freedormn.

¢ Debrief after incidents. Write detailz
down: time, date, occasion, incident, charac-
terictics of the persgon(s), irnpreesions, angthing
odd about the situation. Keep a "weirdo” file and
keep notes frorn unsetiling situations and see if a
pattern emerges.

* FOIA: write for your file, pursue the agencies
until you have all documents under your name.

* Brief ygour membership on known or
suspected surveillance.

¢+ Report thefls of materials frora your offics or
horne 1o police. Thefl ig a crirme.

¢ Agsess gour undertaking from a security
point of view,; understand your wvulnerabilities;
aggess your allies and your adversaries as
objectively az possible; do not underestimate the
oppozition. Do not take chances.

Recognize your crganizational and personal
gtrengihs and weaknesses.

¢ Discuss incidents with farnily, friends,
mernbership. Call the press if you have hard
information about surveillance or haraessmient.

* Yisils from the FBI: Don® talk 1o the FEBI {or
any government inwvestigator) without your
attorney present. Inforrnation gleaned during
the wvisil can be used against you and nyour co-
workers. Gzt the names and addresses of the
agents and tell thern gou will have your attorney
get in touch with them. They rarely set up an
interview under thoze circumsztances.

Dont invite them into your home. Speak with

agents outside. Once inside, they glean
inforrnation abeout your perspective and life-
etyle.

Don't let thern threaten youinto talking. If the
FBI intends to empans]l a grand jury, a private
talk with you will not change their etrategy.

Lying_to the FB] is a criminal act. &ny
information you give the FPI can and will be uzed
against yeu.

Don't let therm intirnidate you. 5o what if they
know where you live or work and what you do?
Thie is still a dernocracy and we still have
Constitutional rightz. They intend to frighten
you, don't let them. They can only "neutralize®
you if you let them.

Remember: 1the United States iz a demo-
cracy; we have Constitutional rights. Diszat-
isfacticn with the sfigivs gwe and attermnpting
to mobilize for change is protected. Surwveillancs
and harassrnent are viclations. Speak out.
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Ever since COINTELPRO, it has besn clear that
government surveillance is pervasive. Here are
sorme tipe for counteracting it:

* Private conversations: go outside and take
a walk or go sornewhere public and notice who is
near you. llever say anyihing you don't want to
hear repeated when there is any poesibility of
being recorded.

* Documents: always copy irreplaceable
docurnentzs and computer digks and keep copies
off-sitz. Keep sensilive data and membership
liste under lock and key.

Keep personal phone book and membership
and donor lists away frorn light-fingers.

* Know your printer,mailing house,and anyone
you rust with any part of sensilive projecis.
Don't hire strangers as messengers.

* Sweeps for electronic surveillance: are
only =ffective while being done, and only as good
as the people doing thern.

¢ On the phone:

o coded conversations. If you are being
tapped and the transcript ic used against you in
courl, the codzd conversalions can be alleged to
b¢ angthing.

Dont say onuthing on the phone you don
want to hear in open court.

No gossip. Smut is waluable o anycne liz-
tening; it rmakes everyene vulnerable.

* Tails: if followed, get the tag number and
description of car and people in it. Pheotograph
persoenlel following you, or have a friend do 0.

If followed , or gou feel vulnerable,call a friend;
don't "ough it out” alome. They are irying to
frighten you. It iz frightening to have sormecne
threaten your freedom.

¢* Debrief after incidents. Write detailz
down: time, date, ocoasion, incident, charac-
teristics of the persom(s), impressione, anything
odd about the situation. Keep a "weirdo” file and
keep notes frorn unsetiling situations and see if a
pattern emerges.

* FOILA: wrilte for your file, pursue the agencies
until you have all decuments under Yyour name.

* Brief ygour membership on known or
suspected surveillance.

* Report thefts of materials from your office or
herne to police. Thefl i£ a erime.

¢* Asgess your undertaking from a securily
point of view, understand your vulnerabilities;
asgess your allies and your adveregaries as
ob jectively as poszible; do not underestimate the
opposition. Do not take chances.

Recognize your organizaticnal and personal
strengths and weaknesses.

* Discuss incidents with family, friends,
mernberzhip. Call the press if you have hard
information about surveillance or harassment.

* Visils from the FBI. Don't 1alk o the ¥BI (or
any governmenl investigator) without gour
attorney present. Inforrnation gleaned during
the visit can be used against you and gour co-
workers. Gel the names and addresses of the

- aganis and tell them you will have your attorney

get in touch with them. They rarely set up an
interview under thoze circumsztances.

Dorn't invite them into your home. Speak with
agents outside. Once inside, they glean
inforrmmationn about your perspeclive and life-
style.

Don let thern threaten vou into talking. If the
FEI intends to empanel a grand jury, a private
talk with you will not change their strategy.

Lying to the FPI is q criminal act. Any
inforrnation you give the FBI can and will be used
againsi you.

Dor't let thern intirnidate you. So what if they
know where you live or work and what you do?
This is still a dernocracy and we still have
Constitutional rights. They intend to frighten
you, don't let them. They can only "neulralize”
you if gou lel them.

Bemember: the United States iz a derno-
cracy;, we have Constitutional rights. Diszat-
igfaction with the sicivs gve and attempting
to mobilize for change is protected. Surwveillance
and harassrnent are violations. Speak out.
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